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UNLOCKING THE VALUE OF 
HEALTHCARE DATA
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THE HEALTHCARE 
INDUSTRY IS 
UNDERGOING MASSIVE 
TRANSFORMATION 
DRIVEN BY EXCITING 
NEW TECHNOLOGIES 
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AI AND MACHINE 
LEARNING ARE 
OPENING UP NEW 
AND INNOVATIVE  
OPPORTUNITIES FOR 
INNOVATION
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UK IS WELL PLACED 
TO TAKE A LEAD WITH 
GOVERNMENT 
INITIATIVES AND 
WORLD CLASS 
ACADEMIA
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THERE IS NOW 
RESPONSIBILITY ON 
THOSE WHO HOLD 
AND PROCESS 
HEALTHCARE DATA TO
BUILD TRUST AND 
PREVENT ATTACKS
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PRIVACY ENGINEERING:

HEALTHCARE
ORGANISATIONS WANT 
TO UNLOCK VALUABLE  
INSIGHTS IN THEIR DATA 
WITHOUT 
COMPROMISING 
INDIVIDUAL PRIVACY

How can you act in the best interest of your customers, 
while also acting in the best interest of their privacy?

Privacy Utility



Security Engineering

 Protect against unauthorised access 
to sensitive data

 Access controls & firewalls

 Authentication & Authorisation

 Reduce the risk of a data breach 
happening

Privacy Engineering

 Protect the content of sensitive 
data by de-identifying it

 De-Identify primary identifiers

 Generalise quasi-identifiers

 Reduce or eliminate the 
consequences of a data breaches, 
if/when it happens

Complimentary Disciplines

VS

SECURITY VS PRIVACY: WHAT’S THE DIFFERENCE?
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PRIVACY IS CONTEXTUAL 
AND REQUIRES 
PRINCIPLED AND 
CONSISTENT POLICY 
EXECUTION

“It’s not privacy or innovation, it’s privacy and
innovation.” 
Elizabeth Denham, UK Information Commissioner, ICO

Privacy Innovation

+
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PRIVITAR IS 
ADVISED BY 
WORLD-LEADING 
PRIVACY ACADEMIA
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PRIVITAR AND THE NHS:

CENTRALISED POLICY 
EXECUTION WITH 
FEDERATED CONTROLS 
TO ENABLE NATIONAL 
AND LOCAL DATA FLOWS
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PRIVITAR AND SENSYNE
HEALTH:

IMPLEMENTING A PRIVACY 
POLICY LAYER TO ENABLE 
CONSISTENT APPROACH 
TO DATA DE-
IDENTIFICATION
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TO SUMMARISE: 

THE PRINCIPLES OF 
DATA PRIVACY

 Ensure Privacy is embedded into the design phase not a 
bolt on

 Data Minimisation – only store what you need

 Aggregate and  statistically anonymise before sharing to 
minimise future linkage risks

 If the data is too complex to anonymise, extract the 
feature of interest and anonymise and share only those 
that are required. 

 Be open and clear about how you protect and use private 
data



THANKS FOR 
LISTENING
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