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Keeping Pace With the Evolving Threat
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UKCloud at-a-glance

8 years old 250+ UK Built for UK Award Mafket 250+ UK public
Founded 2011 employees public sector Winning Leading sector projects
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Cloud Security

Principles



Making transformation happen.

» Disrupting IT which underpins public services
« Challenging the status quo
* Reducing the cost of IT
« Driving agility and value
* We focus on cloud so you can focus on outcomes
« Continuous innovation in multi-cloud

« Optimised for UK public services
» Enriched by a community of solution providers

* Proven and successful
* 100% UK - high calibre local skills in cyber, cloud
and digital

* Market leading - we serve hundreds of digital
programmes across the UK public sector

« Award winning innovation and customer service
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The way in which people do IT has changed ...

Expectation is for
online services

Device Sprawl

What’s being shared
is sensitive

Cloud Services
@ ukcloud

Workforce Mobility



It’s ALL about the data
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. y ! 3(_1 locations (the DC
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And the threat - is growing up too!!

* State actors
 Organised Crime Groups

* Single device to global
networks

 Techniques, tools, processes
more sophisticated

* Weaponisation of code

It’s a global business!!
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The real impact of data breaches

g £183M
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Lancaster Uni data breach hits at least ‘
12,500 wannabe students
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Lessons learned review of the
WannaCry Ransomware
Cyber Attack T ——

Lancaster Uniersity - which offers a GCHQ-accredited degree i security
has been struck by a “sophisticated and malicious phShing Aack” that
resulted in the leak of around 12.500 wannabe students’ personal data.

i

na " admitied that
undergraduate applicant records 10r the years 2019 and 2020 had been
accessed, along wh the Gata of Some current students.

It e oot th harkors e o s Support The Guardian 9 \ h UK

' Guard'an

News Opinion Sport Culture Lifestyle

UK » UK politics Education Media Society Law Scotland Wales Northern Ireland

Police © This article is more than 1 month old
Police suspend work with major Farnborough
forensics firm after cyber-attack to London for
only £19.20 return
More than half of Eurofins
security breach

Hannah Devlin Science

[S e+ o s s+ Sttt ot correspondent

Sunderland City Council reported more than 150 data
breaches last year

The council was hit by a cyber attack which
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Protection of data principles

1 0

Know you’re being
attacked [detect]

Do you know what is happening?
Do you know what data you have,
and where it is?

Do you know where it is happening?
Do you know the type of attack?
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Deal with it
immediately [defend]

Who'’s responsible?
Who’s reacting to the incident?
What about out of hours?
Who needs to remediate?

Q

Know what happened to
your data [analyse]

Do you know what happened?
Do you know what you lost and
who is impacted?

Did you plug the gap?
Who has to explain it?
How did it impact your brand?
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The Capability Journey there is no silver bullet!

Secure Platform & Dedicated Portal Malware Analysis Asset Software
o : Secure Access .
Self Monitoring & Collaboration Terminals

Discovery Management Inventory

Network
REEI S sl Whitelisting Threat Intel Machine Learning Behaviour Deep .Packet
Map Inspection (DPI)

Analysis

Endpoint
Detection &
Response (EDR)

AllE iy Remote User : Incident
Management S Orchestration
(FIM) Visibility Response

Network Intrusion
Detection (NIDS)

SIEM & Log
Management

Wiki & Knowledge Vulnerability Mitre Att&ck

Share Management AR (RIE A Detections

Cyber Status

Playbooks Threat Hunting
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How can we help?
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What is CloudSOC?
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CloudSOC is a cloud hosted, Cyber Security capability as
a Service. Continually iterated to ensure it can detect
and defend your organisaiton from the latest cyber
threats.

Let our experts monitor and advise, do that yourself, or
develop a hybrid model.
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End to End Cyber Protection as a Service

Mulgeonar g =897 i fpip astzpnert

O
O Web App Security Firewalls * Anti-Virus Cloud
m * App security Testing * Network Intrusion » Personal Firewalls malware/anomaly
»  Web App Firewalls » Security Information « Patch and Config detection

-U (WAF) and Event « Data loss prevention » SaaS Protection

: * Intrusion Detection Management (SIEM) tools

o Systems » Secure Web * Host Intrusion
B Gateways Detection
U » Threat Intel

» Advanced Malware

Analysis
» Security Analytics
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CloudSOC - One tool ....
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... that can see your entire world
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mazon

Customer PSN web services
Site ‘
Community
Networks
Customer
Site HSCN
RLI
CROWN HOSTING
Customer -
Site B { Dedicated }— DATA CENTRES _
Links
powered by ARK
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Thank You
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