Policy challenges in UK cybersecurity: Understanding the role of evidence

Professor Madeline Carr, UCL STEaPP & RISCS (PI)
Professor Siraj Shaikh, Coventry University (Co-l)
Dr Alex Chung, UCL STEaPP & RISCS

Atif Hussain, Coventry University

Al (f X
__ \ NatIOﬂa| C}/bel’ E PS RC Foreign & Coveni}) RISCS ‘ Re~search Institute in .
"""'I SeCU”W Centre Engineering and Physical Sciences Commonwealth science of Cyber Security

e Office university



Department of Science, Technology, Engineering and Public Policy

26% BELEENN 12% g
74% [ELEERN  28% :
44% 4% o
56% 1% 5 4 : : 1

Policy Expertise




Department of Science, Technology, Engineering and Public Policy

Technical advice sought from:

NCSC (20.3%)

Within dept

NCSC

Outside gov’t

Outside dept, within gov’t

Websites/blogs

Law enforcement

Other



1.

Information | receive is conflicting (1) / 5.
consistent (5)

1 I 3 43%)

2 I, 1 (203%)

s I, 23 (33.3%)
+ I, 2 5%

s I 7 (10.1%

| receive too much information (1) /
manageable amounts of information (5)

1 I 7 (1035
> I 20 (25.4%

» I (205
+ I :» (1)

s I 5%

Information | need is difficult to find (1) /
easy to find (5)

+ [, :: (15.5%)

> I 0 (5%
» I 5 7 5%)
+ I, 2 (:7.%)

s I s (72

Information | need is not being researched (1) / 8.

being researched and available (5)

1 I 1 (:55%
> | 7 (2755

+ I 2 35
+ I, 11 (159%)

S HE

Information | need is subscriber only (1) /
open access (5)

1 I 7 (105%
2 [, 17 (25%)

3 [, 2 (35.3%)
4+ I, 1« (206%)

s I s %

Information | receive is too technical (1) /
reader-friendly (5)

1 [ 2 44%

> I > (132%

+ I 7 25%)
5 I o (4 7%)

Information | receive is unfit for policy (1) /
fit for policy (5)

1 [ 3 44%

2 [, 15 (27.9%)

3 | -7 (39:7%)
+ I :; 2355

s [ 3 @.4%)

| do not feel well-informed overall (1) /
| feel well-informed overall (5)

1 [ 2 299

2 I, 15 (22.1%)

3 | 2 (20.5%)
+ I 2! (20.5%)
5 I © (132%)




1. Priontse

2. Relevance

3. Source Trust/Reput.
4. Second Opinion

5. Teamwaork

6. Good summanry

7. Experience

8. Current/big picture
9. Tedch Tools

L
[
N
i
a
=

1. Source Trust/Reput.
2_ Second Opinion

3. Cormoborate,/ressarch
4_Data & Methodology
5. Experience

6. Probability

7. Relevance

m Mumber of suggestions (m = 48)

o

5 10

[
LN
I
[

m Mumber of suggestions (n = 69)

[
[

25




Department of Science, Technology, Engineering and Public Policy

‘The week’
summary of cyber
media coverage

c D

International
experts brought
L together

~

\I

a

~

Central body with
essential &
relevant sources

\I

>

N
People’s scope

broadened (e.g.
social
anthropology) )

Common lexicon

\

Part time
master’s degree
in cyber security

/

Peer review

Collaboration
space and hubs

Expertise for
consultation

\I

Translate into

policy
implications

~




Department of Science, Technology, Engineering and Public Policy

Responses .
" Detrimental
15 Beneficial 23 33%
10
Neither 9 13%
| "’
) i 8 12%
Analyst Advisor Policymaker Others None
m Miscommunication or misinterpretation of evidence Influence by external interest 69 100%




Department of Science, Technology, Engineering and Public Policy

I
it
[ ]

I

www.riscs.org.uk/ecsepa-map

iz

Would access to UK cybersecurity policy landscape map be useful? (n=57)

30 35 40 45 50




KEY: Attachments & Links X

Department/House

w Attachments

Sub Department/Board/Centre

No attachments

Leadership/Directorate/Unit/Team

. . w Links
Programme/Project/Service
= | AGO: Attorney General's Office _

BEIS: Department for Business, \ Cross-Government Initiative |
Energy & Industrial Strategy -

Welcome to GOV.UK

CC: Charity Commission for England SkI”S/TI'aII'IIng
& Wales a
» | CO: Cabinet Office 'Educational Initiative
DCMS: Department for Digital, Culture,
Media & Sport - Policy/Law/Regulation

DfE: Department for Education _

DFID: Department for International
Development

= DfT: Department for Transport _ Research/Innovation ‘

DHSC: Department of Health & Social Care

* | DIT: Department for International Trade _ UK Government u)
DWP: Department for Work & .
Pensions - UK Parliament
= FCO: Foreign & Commonwealth Office _ Lo LaWS & RegUIationS
HMRC: Her Majesty's Revenue &
Customs = UK Bodies -

= | HMT: Her Majesty's Treasury
= HO: Home Office +

MHCLG: Ministry of Housing,
Communities & Local Government

= MOD: Ministry of Defence
MOJ: Ministry of Justice

&

UKSA: UK Statistics Authority

* GLA: Greater London Authority _ |

Northern Ireland (NI) Executive _

= Menu ) Restart € Back Next — Q Search + - " RISCS |fmnimmaen
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ECSEPA Project Website
http://ecsepa.coventry.ac.uk/

Policy Crisis Games
https://tinyurl.com/y25hbpz3

ECSEPA Map
https://riscs.org.uk/ecsepa-map

Mailing List
alex.chung@ucl.ac.uk




