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What is a connected place?
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A ‘connected place’ is defined by the National Cyber Security
Centre (NCSC) and the Centre for the Protection of National
Infrastructure (CPNI) as:

A community that integrates information and communication
technologies and Internet of Things (loT) devices to collect and
analyse data to deliver new services to the built environment,
and enhance the quality of living for citizens.

A connected place will use a system of sensors, networks and
applications to collect data to improve its operation, including
its transportation, buildings, utilities, environment,
infrastructure and public services.


https://www.ncsc.gov.uk/
https://www.ncsc.gov.uk/
https://www.cpni.gov.uk/
https://www.cpni.gov.uk/
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Any questions?
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A ‘connected place’ is defined by the National Cyber Security
Centre (NCSC) and the Centre for the Protection of National
Infrastructure (CPNI) as:

A community that integrates information and communication
technologies and Internet of Things (loT) devices to collect and
analyse data to deliver new services to the built environment,
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Sunderland deploys road Hull tests smart tech for bus stops Turing Institute highlights new Al Belfast City Council flags plan for
temperature sensors and crossings for studying city behaviour Smart District
@© 10 March 2023 (© 06 March 2023 (© 24 February 2023 ® 09 February 2023
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Transport for Wales shows BEIS backs projects for self- Nottingham Council to install Hammersmith and Fulham installs
mobility-as-a-service ambition driving buses smart traffic sensors smart CCTV network
@ 06 February 2023 @ 02 February 2023 © 19 January 2023 ® 17 January 2023

Roll out of electric vehicle Sunderland to fit “fill level’ sensors East Lothian gets new journey City of Edinburgh unveils new
chargepoints ‘needs location data’ to smart bins planning app operations centre
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Why not just say ‘smart cities’ ?
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Page 2 of about 5,300 results (0.21 seconds)

M My Local News
ALL ABOARD: Train stations in Hertfordshire to benefit from
tap-in tap-out ticketing - My Local News

Passengers across the South East from Shepperton to Shoeburyness will benefit from
simpler, more flexible and better value train travel as...

4 Jul 2023

@ Trains Magazine

SMART Train planning budget increase for expansion -
Trains

Sonoma-Marin Area Rail Transit plans to use a budget increase to expand its commuter
rail service and adjoining pathways.

23 May 2023

= STV News

Intelligent CCTV cameras to be installed at railway stations
across Scotland by ScotRail

Share this story ... Dozens of train stations across Scotland are to receive new
intelligent CCTV cameras to increase safety and security of...

15 Apr 2023

% Petaluma Argus-Courier
Petaluma celebrates groundbreaking of new SMART station

People around the country need to know about SMART,” said Toks Omishakin,
California Secretary of Transportation.
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% Passenger Terminal Today
Munich Airport introduces smart baggage trolleys

Munich Airport introduces smart baggage trolleys ... Munich Airport in Germany has
infroduced smart baggage trolleys to create a more digital...

6 Oct 2023

- FAWYA
How UAE's smart airports meet global travellers’ rising
demand for high-tech services

This was the main finding of the 2023 Global Passenger Survey (GPS) released by the
International Air Transport Association (IATA) on...

27 Oct 2023

[ vahoo Finance

loT Takes Flight: loT in Aviation Market Poised for Significant - .
Growth as Connected Aircraft and Smart Airports ... S

The global 10T in aviation market is expected to reach US$ 28.7 billion by 2030, with an
annual growth rate of more than 4.3%Wilmington,...

ionalStat
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21 Nov 2023

[D] Data Center Dynamics

Mexico builds brand new digital airport with Huawei smart
modular data center

Mexico builds brand new digital airport with Huawei smart modular data center - Huawei
smart modular data center solution: A trailblazer in the...

24 Nov 2023

® WhaTech ::y::::’l:ﬂilnt‘r
Smart Airports Market to surpass USD 9.34 billion by 2030 A =
according to a new research report © | “
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B siemens
Smart Campus - Inventors

Faye Bowser from Siemens (left) and Steven Jarvis, Professor at the University of...
11 Dec 2023

@D PR Newswire

CTM, Huawei and M.U.S.T. collaborate to launch cross-
regional "5G Smart Campus"

The collaboration enhances the safety and convenience of connecting to the campus
intranet and applications by CTM 5G network across Macau SAR,...

23 Nov 2023

Al

@ Campus Technology ] N
An Al-Informed Smart Campus Gives Schools A Competitive § ¢ § § H
Edge ' g

Universities have been increasingly interested in the idea that network-supported

sensors and devices can help move the needle on the student experience and...

month 2ao
month ago

wy RCR Wireless News
Siemens samples own sustainability meds at smart campus
in Switzerland

Siemens has spent $280m on a new 'climate neutral' HQ for its smart infrastructure
division in Switzerland, making extensive use of its own...

11 Sept 2023

M Bridgwater Mercury
Green light for new active route to connect villages to Gravity
smart campus

The Gravity enterprise zone (or smart campus) will be delivered on the former Royal
Ordnance factory between the villages of Puriton and...




12

< Al News

@ ZDNET
artificial intelligence ...

< Emarsys

What Is Real Artificial Intelligence ...

Images Videos Books : More

UCF Business Incubation Program - U...
What is Artificial Intelligence (Al ...

@ European Parliament
EU Al Act: first regulation o...

Britannica
Artificial intelligence (Al ...

| Simplilearn.com
7 Types of Artificial Intelligence That ...

w Wikipedia | Simplilearn.com

Artifi ntollinonca in fi A ntalling

= BBC
BBC Newsround

Forbes
Risks Posed By Al

3 Spiceworks

Artificial
Intelligence
(G- -shdin-te-to-jonils |

The simulation of
human intelligence by

2 Investopedia
Artificial Intelligence (Al): What It ...

East Ventures
Al in Indonesia: The current state and ...

Q Qualcomm

© szs@

Al Saved SafeSearch

What are Al hallucinations? | IBM

Forbes
Will Al Take Over The World? Or ...

£) Omdia - Informa PLC
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Heard of 'Smart City' Heard of 'Connected Place'

p

= Yes (43%) No (57%) = Yes (16%) No (84%)

Common concerns:
Security of individual data.

Increased risk and consequences of cyber attacks.

Costs (to taxpayers) of implementing and maintaining technologies.

Not knowing which technologies were being used in their area, and if those
managing these technologies were following all guidance and legal requirements.



HOW can we
change

this?
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Managers of connected places should engage more effectively with the public on

connected places projects.

DSIT should create a repository of resources to support managers of connected
places engage with the public.
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Connected Places Cyber Security Principles
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Secure Connected Places Playbook
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Infographic and video

Public consultation documents for
managers of connected places

Promoting good cyber security —
Playbook
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Conducting a
STRIDE-based

threat analysis
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Governance in a box
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Connected Places

Cyber Security
Principles 101




What Next?
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Thanks!

Liam O’Brien
SecureConnectedPlaces@dsit.gov.uk
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